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Abstract — Q A Gaussian multiple-input multiple-output 
(MIMO) wiretap channel model is considered. The input is a two- 
antenna transmitter, while the outputs are the legitimate receiver 
and an eavesdropper, both equipped with multiple antennas. All 
channels are assumed to be known. The problem of obtaining the 
optimal input covariance matrix that achieves secrecy capacity 
subject to a power constraint is addressed, and a closed-form 
expression for the secrecy capacity is obtained. 

Index Terms — Secrecy capacity, MIMO wiretap channel, phys- 
ical layer security 

I. Introduction 

Wireless physical layer based security approaches present 
an alternative to cryptographic approaches. They enhance the 
security of a communication system by exploiting the phys- 
ical characteristics of the wireless channel. Wyner identified 
the secrecy capacity of the single user memoryless wiretap 
channel |]T|. Later, the Gaussian scalar wiretap channel was 
studied in JSJ. More recently, the secrecy capacity of the 
MIMO wiretap channel under power constraints was analyzed 
in [S] and ID, while the same problem under power-covariance 
constraints was studied in 15] and [jS). In Q, the case 
{nT,nR,nE) = (2,2,1) (two transmit antennas, two receive 
antennas and one eavesdropper antenna) was analyzed, and it 
was shown that under certain assumptions on the channels, 
beamforming is optimal. In fS], the (2, 2, 2) case was studied 
under equality power constraint and the positive definiteness 
assumption H^H^ >- 0. However, the solution was not given, 
and moreover, it does not show that equality power constraint 
is equivalent to the more common inequality power constraint. 

In this letter, we study the secrecy capacity for a MIMO 
wiretap channel with two transmit antennas and an arbitrary 
number of receive and eavesdropper antennas. The main result 
is a closed form expression for the capacity, that is obtained 
based on the roots of a quadratic and a quartic equation. 

Notation - Upper case and lower case bold symbols denote 
matrices and vectors, respectively. Superscripts *, T and f 
denote respectively conjugate, transposition and conjugate 
transposition. det(A) and Tr(A) denote the determinant and 
trace of the matrix A, respectively. Amax(A) denotes the 
largest eigenvalue of the matrix A. A )^ denotes that the 
matrix A is Hermitian positive semi-definite, and A ;^ 
denotes that the matrix A is Hermitian positive definite. \a\ 
denotes the absolute value of the complex number a. I„ 
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denotes the identity matrix of order n (the subscript is dropped 
when the dimension is obvious). 

II. System Model and Problem Statement 

Consider a MIMO wiretap channel, where the transmitter 
is equipped with ut = 2 antennas, while the legitimate 
receiver and an eavesdropper have 71^ and ue antennas, 
respectively. The received signals at the legitimate receiver 
and the eavesdropper are respectively given by 



Yr = H_rx + n_R, and y^ = H^x + n_B 



(1) 



where H/j {nji x 2), H^; {ue x 2) are respectively matrices 
representing the channel between transmitter and legitimate 
receiver, and transmitter and eavesdropper; x is the 2x1 
transmitted signal vector with zero mean and 2x2 covariance 
matrix PQ, where P is the power constraint, Q >^ and 
Tr(Q) < 1; n^; and n^; are Gaussian noise vectors with zero 
mean and covariance matrices cr^lna and <T^I„g, respectively. 
We consider the scenario in which the transmitter has perfect 
channel state information (CSI) on ¥Lr and H^'. 
The secrecy capacity for this scenario is lH 



Cs 



max Cs(Q) 

Q^O, Tr(Q)<l 



(2) 



where C^(Q) = logdct(I + QSj?) - logdet(I + QS^) and 
Sfl = pH^Hfl, Sb = pHt^Hfi, p = P/a-". 

Lemma 1: The sufficient and necessary condition for Cs > 
is that Hj^Hr — H^H^; has at least a positive eigenvalue. 
The proof is simple. Please refer to ||9] Lemma 1] for details. 

In this paper, we assume that the condition in Lemma [T] 
holds which ensures Cs > and hence Q"^ ^ 0. 

III. Closed Form Secrecy Capacity 
The main result of this paper is contained in Theorem [T] 

Theorem 1: Let ti be the largest real root (if any) of the 
quadratic equation 

- T^qs + TP3 - (76 = 0. (3) 

Let T2 be the largest real root (if any) of the quartic equation 

(-r^g2 +TP2 -qbf 

- 4:{-T^qi + Tpi - <74)(-r2g3 + rps - ge) = (4) 

such that 



2(-t|'7i +T2P1 -94) 



(5) 



Then the secrecy capacity equals 

Cs = log ( max{ Ti , T2 } ) . (6) 

The coefficients {pi}, {<?_,} are given by 

Pi = -blb2 - hb*2 - (1 + ai)(a2C2 - 162!') 

-(l + a2)(aici-|6in, 
P2 = 26*&2 + 26162 + (1 + ai)(a2 - C2 + a2C2 - |62|^) 

+ (1 + a2)(ai - ci + aici - |6i|^), 
P3 = (1 + ai)(l + C2) + (1 + a2)(l + ci) - 6^62 - 616^, 
qi = -0.2(02 + a2C2 - |62n, 
q2 = a2 - C2 + al + I62P + 02(0202 - 162^), 

53 = 1 + 02 + C2 + a2C2 - I62P, 

94 = -ai(ci + flici - |6ip), 

Q5 = ai -ci +«! + |6ip +ai(aici - |6ip), 

96 = 1 + ai +ci +aici - |6ip (7) 

where 01,61,01,02,62,22 are entries of S^ and S^;, i.e., 

ai bi \ /^ 02 62 

and oe — 



Ol Ci y \^ 62 C2 / 

Remarks: The quartic equation (|4]i can be solved by radicals 
(closed form) fTT] p. 87]. 

Proof of Theorem [1] 

For the proof we need the following two lemmas. 

Lemma 2: Let ei = [1 0]-^. Any 2x2 matrix Q 7^ with 
Q ^ and Tr(Q) < 1 can be expressed as 

Q = .Teie| + (1 - a;)uu^ (9) 

where x is a real number with < 2; < 1 and u ^ Q is a 
2x1 vector with u^u < 1. 

Proof: One can write Q = a;eie{ + (Q — a-eie{) where x is 
chosen to satisfy dct(Q — xeie\) = 0. 

Lemma 3: For vectors Ci, C2, C3 and C4, it holds that 

det(I+Ci4+C34) = (l+4ci)(l+4c3)-4ci4c3. (10) 

Proof: Using dct(I + AB) = det(I + BA) flo! p. 420], it 
holds that dct(I + C1C2 + C3C4) = det(I + [ci C3] [c2 04]^) = 
det(l2 + [c2 C4]T[ci C3]) which leads to the desired result. 

Since Cs > 0, it holds that Q* 7^ 0. From Lemma |2] we 
let Q = a-eie{ + (1 — a;)uu''' with < .t < 1, u^u < 1 and 
use Lemma |3] to rewrite Cs(Q) as 

Cs{x,u) = 

^^ (l+xelSflei)(l+(l-x)utSj,u)-(x-x^)|utSfleip 

°^(l+xelSBei)(l+(l-x)utS£;u)-(x-x2)|utS£;ei|2 

, l+.Te];Sflei+(l-a;)ut(Si?^+xdet(Sfl>2e^)u 

= log 1 ^ r^ (11) 

l+a;eiSsei+(l-x)ut(S£;+a::det(SB)e2e5)u 

where 62 = [0 1]^. Here, to obtain ( fTTT i. we have used the 
identity (ejSj^ei)Si^ — S/?eie{S/j = dct(S/j)e2e2. Since 
Cs > 0, there exists a solution u* with u*'u* = 1. To 
see why, assume any solution u* satisfies u*^u* < 1. It is 



easy to verify that Cs{x*,^/t u*) is a monotonic function of 
t e [0, l/(u*'''u*)]. Thus, either t = or t = l/(u*^u*) 
achieves a larger objective value than t = 1. But this 
contradicts the optimality of u*. From this result, we write 



Cs{x,u) = log 



utGi(x)u 



(12) 



utG2(x)u 

where Gi(a;) = (1 + a;e|S7jei)I + (1 - x){Sji + 
a;det(Sfl,)e2ep andG2(x) = (l+a:e|S£;ei)I+(l-a;)(S£ + 
xdet(S£;)e2e2). For fixed x, the optimal u is the unit-norm 
eigenvector associated with the largest eigenvalue of the matrix 
G2(x)~^Gi(2;). The problem becomes 

max [a(x)==logA,„ax(G2(x)-iGi(a-))] (13) 

s.t. < x < 1. 



By using the fact that for a 2 x 2 matrix B, 



Amax(B) — 



Tr(B) + ^(Tr(B))2-4det(B) 



(14) 



we get (simply finding Tr(G2(a;) ^Gi(a;)) = fi{x)/f2{x) 
and dct(G2(x-)-iGi(x)) = f3{x)/f2{x)) 



Xm.AG2{xr'Gi{x)) 



flix) +^{h{xW-^h{x)f:,{x) 



2/2 (x) 



(15) 



where fi{x) = pix^ + p2X + ps, f2{x) = qix"^ + q2X + 173, 
fd.{x) = q^x^ +qc,x + qQ, and the coefficients p^'s and g^'s are 
given in ^. Since Gi(a;) >~ and G2(a;) >- 0, it holds that 
that /j(a;) > for < a; < 1, i == 1, 2, 3. 

From the above result, the problem of (fTsT i becomes 



max log T 



(16) 



s.t. 0<.<1, AW+V(/i(^))^-4/2(x)^M>. 



2/2(0;) 



which is equivalent to 

max log T 

X. T 

S.t. Q < X < 1, and 



(17) 



T''h{x)+Tfl{x)-f3{x)>Q. 



The equivalence of ( fT6] l and ( [TtI i can be verified as follows. 
Firstly, the second constraint in ( [TtI i can be rewritten as 



(/i(x))2 - 4/2(x)/3(x) > (2/2(x)r - h{x)f 



(18) 



For the optimal r and x, it holds that 2f2{x)T — fi{x) > 0. 
Otherwise, one can choose r' = fi{x)/f2{x) — t > t such 
that {t',x) satisfies the constraint (fTsl l. But this contradicts 
the optimality of t. With this fact, (fTSl l leads to the second 
constraint in (fTSI l. Secondly, for the optimal r and x, the 
second constraint in (fTSI l holds with equality which leads to 
—T'^f2{x) + t/i(x) — /^{x) = 0. The desired result follows. 

Next we solve the problem of iT% . Denote F{x) = 
—t'^J2{x) + t/i(x) — /3(x) which can be rewritten as 

F{x)=Aix'^ + Bix + Ci, (19) 

where Ai = -r'^qi + rpi - q^, Bi = -T'^q2 + Tp2 - 95, 
and C\ = —T^qs + rp^ — qg. One want to find the maximal 
T (denoted as t*) such that there exists at least a x G [0, 1) 



satisfying F{x) > 0. In other words, for r > r*, there exists 
no x G [0, 1) such that F{x) > 0. Since F{x) is a quadratic 
function, this fact leads to two possible situations: 

1) The optimal x (denoted as x*) satisfies < x* < 1, then 
Ai y^ and x* is the repeated root of F{x) = 0, i.e., 

B^-4AiCi =0, andO<a;*==-— ^ < 1. (20) 

2A.I 

In fact, if X* is not the repeated root of F{x) ~ 0, then 
one can find t = t* + e with an enough small e > 
such that there exists a a; € [0, 1) satisfying F{x) > 0. 
This is because the two different real roots of a quadratic 
equation both depend continuously on its coefficients. But 
this contradicts the optimality of t* . 

2) X* = which leads to Ci = 0. 

From the above analysis, one can find r* by solving Ci = 
and Bf — AAiCi = 0. This completes the proof. 



IV. Numerical Simulations 

First, we consider a MIMO wiretap channel in which ut 

2, nji ~ ue = 3 and 



0.7442 + 1.42231 1.1740 - 1.81091 



^R = 



H, 



-0.5172 + 0.41161 
1.9755 + 0.41691 

-0.4503 + 0.97111 
-0.7089 + 0.12721 
-0.1313 - 0.38331 



-1.3020 + 0.24171 
-0.7105 + 0.72721 

-0.7453 + 1.15551 

-0.0506 + 0.58351 

0.1974 + 0.16321 
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We set p = 5 dB. The quadratic equation Q has two real roots 
(1.4247, 10.8607), and hence n = 10.8607. The quartic equa- 
tion © has four roots 19.0710, 13.2768, 3.4529 ± 1.5230 x 
10"®i, and rs = 13.2768 with x = -Bi/{2Ai) = 0.3189. 
Thus, the secrecy capacity is 

Cs = log(r2)/log(2) == 3.7308 (bits/s/Hz) 

which is achieved at x* ~ 0.3189. The optimal input covari- 
ance matrix is 



Q* 



0.5435 -0.3198- 

-0.3198-0.01641 0.4565 



0.0164i 



which has rank two. Fig. [T] plots the secrecy capacity for 
different p. 

Second, we change the previous example to n^ = 1 and 
He = [-1.2480 - 0.28931,4.6312 + 0.2417i]. It holds that 
H£;(H^Hij)~iH^ > 1 (this is exactly the condition in 17] 
Lemma 1]). The quadratic equation (O has two real roots 
0.3453, 20.5293 and hence n = 20.5293. The quartic equation 
dUi has four roots 6.8179 ±2. 22581 and 3.7837±4.38 x lO"*^!. 
Thus, X* = and hence beamforming is optimal. This is 
consistent with the result in l?] Lemma 1]). 




Fig. 1. Secrecy capacity for different p. 



V. CONCLUSION 

We have studied a Gaussian MIMO wiretap channel in 
which there exists a transmitter with two antennas, a legitimate 
receiver and an eavesdropper both equipped with multiple 
antennas. We derived the the secrecy capacity in closed form. 



